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Introduction

(This introduction is not part of IEEE Std 802.15.4-2003, IEEE Standard for Information technology—
Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific
requirements—Part 15.4: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications for
Low-Rate Wireless Persona Area Networks (LR-WPANS).)

IEEE Std 802.15.4-2003

This standard defines the protocol and interconnection of devices via radio communication in a personal
area network (PAN). The standard uses carrier sense multiple access with a collision avoidance medium
access mechanism and supports star as well as peer-to-peer topologies. The media access is contention
based; however, using the optional superframe structure, time slots can be allocated by the PAN coordinator
to devices with time critical data. Connectivity to higher performance networks is provided through a PAN
coordinator.

This standard specifies two PHYs: an 868/915 MHz direct sequence spread spectrum (DSSS) PHY and
a 2450 MHz DSSS PHY. The 2450 MHz PHY supports an over-the-air data rate of 250 kb/s, and the
868/915 MHz PHY supports over-the-air data rates of 20 kb/s and 40 kb/s. The PHY chosen depends
on loca regulations and user preference.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated to this standard within the next few years to clarify existing material, to correct
possible errors, and to incorporate new related material. Details on the contents of this standard are provided
on the following pages. Information on the current revision state of this and other |EEE 802° standards may
be obtained from:

Secretary, |IEEE-SA Standards Board

445 Hoes Lane

P.O.Box 1331

Piscataway, NJ 08855-1331

USA
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| EEE Standard for
| nfor mation technology—
Telecommunications and infor mation
exchange between systems—
L ocal and metropolitan area networ ks—
Specific requirements

Part 15.4: Wireless Medium Access Control
(MAC) and Physical Layer (PHY)
Specifications for Low-Rate Wireless
Personal Area Networks (L R-WPANS)

1. Overview

Wireless personal area networks (WPANS) are used to convey information over relatively short distances.
Unlike wireless local area networks (WLANS), connections effected via WPANS involve little or no
infrastructure. This feature allows small, power-efficient, inexpensive solutions to be implemented for a
wide range of devices.

This document defines a standard for alow-rate WPAN (LR-WPAN).

1.1 Scope

The scope of this project is to define the physical layer (PHY') and medium access control (MAC) sublayer
specifications for low data rate wireless connectivity with fixed, portable, and moving devices with no
battery or very limited battery consumption requirements typically operating in the personal operating space
(POS) of 10 m. It is foreseen that, depending on the application, a longer range at a lower data rate may be
an acceptable trade-off.

It isthe intent of this project to work toward alevel of coexistence with other wireless devicesin conjunction
with Coexistence Task Groups, such as 802.15.2™ and 802.11™/ETSI-BRAN/MMAC 5GSG.

1.2 Purpose

The purpose of this document is to provide a standard for ultra-low complexity, ultra-low cost, ultra-low
power consumption, and low data rate wireless connectivity among inexpensive devices. The raw data rate
will be high enough (maximum of 250 kb/s) to satisfy a set of simple needs such as interactive toys, but
scalable down to the needs of sensor and automation needs (20 kb/s or below) for wireless communications.

Copyright © 2003 IEEE. All rights reserved. 1
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IEEE
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2. References

The following standards and specifications contain provisions which, through references in this text,
constitute provisions of this standard. At the time of publication, the editions indicated were valid. All
standards and specifications are subject to revision, and parties to agreements based on this standard are
encouraged to investigate the possibility of applying the most recent editions of the references listed below.

2.1 IEEE documents?

IEEE Std 802®-1990, IEEE Standards for Local and Metropolitan Area Networks: Overview and
Architecture.

2.2 1SO documents?

ISO/IEC 7498-1:1994, Information technology—Open systems interconnection—Basic reference model:
The basic model.

ISO/IEC 8802-2:1998 (IEEE Std 802.2™, 1998 Edition), Information technology— Telecommunications
and information exchange between systems—Local and metropolitan area networks—Specific
requirements—Part 2: Logical link control.

ISO/IEC 9646-1:1994, Information technology—Open systems interconnection—Conformance testing
methodology and framework— Part 1: General concepts.

ISO/IEC 9646-7:1995 (ITU-T Rec. X.296 (1994)), Information technology—Open systems
interconnection—Conformance testing methodology and framework—Part 7: |mplementation conformance
statements.

ISO/IEC 10039:1991, Information technology—Open systems interconnection—Loca area networks—
Medium Access Control (MAC) service definition.

ISO/IEC 15802-1:1995, Information technol ogy—Telecommunications and information exchange between
systems—Local and metropolitan area networks—Common specifications—Part 1. Medium Access
Control (MAC) service definition.

2.3 ITU-T documents®

ITU-T Recommendation X.210, Service Definitions—Open Systems Interconnection—Layer Service
Definition Conventions.

ITU-T Recommendation Z.100, CCITT Specification and Description Language (SDL).
2.4 Other documents

NIST FIPS Pub 197: Advanced Encryption Standard (AES), Federal Information Processing Standards
Publication 197, U.S. Department of Commerce/N.1.S.T., November 20014

1| EEE Publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, PO. Box 1331, Piscataway,
NJ 08855-1331, USA http://standards.ieee.org/catalog/.

2130 and ISO/IEC publications are available from the SO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve
20, Switzerland/Suisse http://www.iso.ch/. They are also available in the Unites States from the Sa es Department, American National
Standards Institute, 11 West 42nd Street, 13th Floor, New York, NY 10036, USA http://www.ansi.org.

3 TU-T publications are available from the International Telecommunications Union, Place des Nations, CH-1211, Geneva 20,
Switzerland/Suisse (http://www.itu.int/).

4FIPS publications are avail able from the National Technical Information Service (NTIS), U. S. Dept. of Commerce, 5285 Port Royal
Rd., Springfield, VA 22161 (http://www.ntis.org/).
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3. Definitions

For the purposes of this standard, the following terms and definitions apply. Terms not defined in this clause
can be found in the The Authoritative Dictionary of |EEE Sandards Terms, Seventh Edition [B1].

3.1 access control list (ACL): A table used by a device to determine which devices are authorized to
perform a specific function.

3.2 ad hoc network: An ad hoc network is typically created in a spontaneous manner. The principal
characteristic of an ad hoc network isits limited temporal and spatial extent.

3.3 alternate personal area network (PAN) coordinator: A coordinator that is capable of replacing the
persona area network (PAN) coordinator, should it |eave the network for any reason. A PAN can have zero
or more alternate PAN coordinators.

3.4 association: The service used to establish a device's membership in a wireless personal area network
(WPAN).

3.5 authentic data: Data whose source is verifiable through cryptographic protection.

3.6 authentication: The service used to establish the identity of one device as a member of the set of
devices authorized to communicate securely to other devicesin the set.

3.7 confidentiality: Assurance that communicated data remain private to the parties for whom the data are
intended.

3.8 coordinator: An full-function device (FFD) that is configured to provide synchronization services
through the transmission of beacons. If a coordinator is the principal controller of a personal area network
(PAN), itis called the PAN coordinator.

3.9 coverage area: The area where two or more |IEEE 802.15.4 ™ units can exchange messages with
acceptable quality and performance.

3.10 data integrity: Assurance that the data have not been modified from their original form.

3.11 device: Any entity [reduced-function device (RFD) or full-function device (FFD)] containing an
implementation of the IEEE 802.15.4 medium access control (MAC) and physical interface to the wireless
medium.

3.12 disassociation: The service that removes an existing association.

3.13 frame: The format of aggregated bits from a medium access control (MAC) sublayer entity that are
transmitted together in time.

3.14 full-function device (FFD): A device capable of operating as a coordinator or device and
implementing the complete protocol set.

3.15 integrity code: A data string generated using a symmetric key that is typically appended to data in
order to provide data integrity and source authentication (also called a message integrity code).

3.16 key establishment: A public-key process by which two entities securely establish asymmetric key that
is known only by the participating entities.

Copyright © 2003 IEEE. All rights reserved. 5
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3.17 key management: Methods for controlling keying material throughout the life cycle of the low-rate
wireless personal area network (LR-WPAN) including creation, distribution, and destruction.

3.18 key transport: A process by which an entity sends a key to another entity.

3.19 logical channdl: One of avariety of channels on a physical link.

3.20 message integrity code: See: integrity code.

3.21 mobile device: A device that uses network communications while in motion.

3.22 m-sequence: Maximal length linear feedback shift register sequence.

3.23 nonce: A time stamp, a counter, or a special marker intended to prevent unauthorized replay.

3.24 orphaned device: A device that has lost contact with its associated personal area network (PAN)
coordinator.

3.25 personal area network (PAN) coordinator : A coordinator that isthe principa controller of apersonal
area network (PAN). An IEEE 802.15.4 network has exactly one PAN coordinator.

3.26 payload data: The contents of a data message that is being transmitted.

3.27 payload protection: The generic term for providing security services on payload data, including
confidentiality, data integrity, and authentication.

3.28 protocol data unit (PDU): The unit of data exchanged between two peer entities.
3.29 packet: The format of aggregated bits that are transmitted together in time across the physical medium.

3.30 per sonal operating space (POS): The space about a person or object that istypically about 10 min all
directions and envelops the person or object whether stationary or in motion.

3.31 portable device: A device that may be moved from location to location, but uses network
communications only while at a fixed location.

3.32 pseudo-random number generation: The process of generating a deterministic sequence of bits from
agiven seed that has the statistical properties of a random sequence of bits when the seed is not known.

3.33random number generator: A device that provides a sequence of bits that is unpredictable.

3.34 reduced-function device (RFD): A device operating with a minimal implementation of the IEEE
802.15.4 protocol .

3.35 security suite: A group of security operations designed to provide security services on medium access
control (MAC) frames.

3.36 self-or ganizing: The ability of network nodesto detect the presence of other nodes and to organize into
a structured, functioning network without human intervention.

3.37 sdlf-healing: The ability of the network to detect, and recover from, faults appearing in either network
nodes or communication links, without human intervention.

3.38 service data unit (SDU): Information that is delivered as a unit through a service access point (SAP).
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3.39 symmetric key: A secret key that is shared between two or more parties that may be used for
encryption/decryption or integrity protection/integrity verification depending on its intended use.

3.40 transaction: The exchange of related, consecutive frames between two peer medium access control
(MAC) entities, required for a successful transmission of a MAC command or data frame.

3.41 wireless medium (WM): The medium used to implement the transfer of protocol data units (PDUS)
between peer physical layer (PHY) entities of alow-rate wireless personal area network (LR-WPAN).
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4. Acronyms and abbreviations

ACL
AES
ASN.1
AWGN
BE
BER
B

BO
BPSK
BSN
CAP
CBC-MAC
CCA
CCM
CFP
CID
CLH
CRC
CSMA-CA
CTR
cw
DSN
DSSS
ED
EIRP
EMC
ERP
EVM
FCS
FFD
FH
FHSS
GTS
IFS
IR

T
LAN
LIFS
LLC

LQ

LQI
LPDU
LR-WPAN

access control list

advanced encryption standard
Abstract Syntax Notation Number 1
additive white Gaussian noise
backoff exponent

bit error rate

beacon interval

beacon order

binary phase-shift keying

beacon sequence number
contention access period

cipher block chaining message authentication code
clear channel assessment

CTR + CBC-MAC

contention-free period

cluster identifier

cluster head

cyclic redundancy check

carrier sense multiple access with collision avoidance
counter mode

contention window (length)

data sequence number

direct sequence spread spectrum
energy detection

effective isotropic radiated power
electromagnetic compatibility
effective radiated power
error-vector magnitude

frame check sequence

full-function device

frequency hopping

frequency hopping spread spectrum
guaranteed time slot

interframe space or spacing
infrared

industrial, scientific, and medical
implementation under test

local area network

long interframe spacing

logical link control

link quality

link quality indication

LL C protocol data unit

low-rate wireless personal area network
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LSB
MAC
MCPS
MCPS-SAP
MFR
MHR
MIC
MLME
MLME-SAP
MSB
MSC
MPDU
MSDU
NB
0-QPSK
oSl
PAN
PANPC
PD-SAP
PDU
PER
PHR
PHY
PIB
PICS
PLME
PLME-SAP
PN
POS
PPDU
PRF
PSD
PSDU
ppm
RF
RFD
RSSI
RX
SAP
SD
SDL
SPDU
SDU
SFD
SHR
SIFS
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least significant bit

medium access control

MAC common part sublayer

MAC common part sublayer-service access point
MAC footer

MAC header

message integrity code

MAC sublayer management entity
MAC sublayer management entity-service access point
most significant bit

message sequence chart

MAC protocol data unit

MAC service data unit

number of backoff (periods)

offset quadrature phase-shift keying
open systems interconnection

persona area network

personal area networkcomputer

PHY data service access point
protocol data unit

packet error rate

PHY header

physical layer

PAN information base

protocol implementation conformance statement
physical layer management entity
physical layer management entity-service access point
pseudo-random noise

persona operating space

PHY protocol data unit

pul se repetition frequency

power spectral density

PHY service data unit

parts per million

radio frequency

reduced-function device

received signal strength indication
receive or receiver

service access point

superframe duration

specification and description language
SSCS protocol data units

service data unit

start-of-frame delimiter
synchronization header

short interframe spacing
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SO
SRD
SSCS
SUT
TRX
X
UML
WLAN
WPAN

superframe order

short-range device

service specific convergence sublayer
system under test

transceiver

transmit or transmitter

unified modeling language

wireless local area network

wireless personal area network
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